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INTRODUCTION

My name is Willis H. Ware. I am a member of the Corporate Research

Staff of The Rand Corporation, but the views I state today are solely my

own, they in no way refloct a position of The Rand Corporation nor of

its research -. ients. F~trt-hrmore, my views do :iot come oom a specific

contract, but rather reflect a decade of my attention to the issu:e. I

am ar, el,,ct rcal en;tuetr by tra ri:ag, but have specialized in the field

of -omputer technology for over thirty years.

'lv ciodentials for addressing the is:ue inc lude the follow.iig. 1 n

1167, 1 was the firs t to bring the issue of computer securit. to the

atte tior of the technical i iold by organizing a speciail session (-I the

,ubject at a .'oiit Computer Co, fereuce in the spring of that year.

Suibs t-qui t ly, I (-haired a Defensk Science Board (Department c § D- fense

comm:tLe to look at the issue of computer security which had !uever been

,xMine~d comprehensively anywhere in government. The report was a

d,,finitive treatment of the subject, and to this day remains :a

excellent primer. I have furnished three copies of that document to

this committee as background information.

'Additional material on electronic mail was orally presented but
did not appear in the originally submitted testimony. This version
includes the additional material and has been slightly edited and
annotated.
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Because of my work in computer security, I was asked in the early

1970s to join a special advisory group to the Secretary of HEW, and I

subsequently became its chairman. Its report, Records, Computers and

the Rights of Citizens, was the first comprehensive treatment of the

matter at the federal level. It provided the intellectual foundation

for the Federal Privacy Act of 1974, which among other things created

the Privacy Protection Study Commission of which I was a member and vice

chairman.

In addition to my participation in the activities noted above, I

have also spoken and written widely on the subject. In particular, I

presented a paper, Policy Aspects of Privacy and Access, to a National

Science Foundation symposium. Although the paper will be published by

Crane-Russak as a special double issue of its journal The Information

Society,2 I will forward three copies of it to the committee for

background information.

STATEMENT

Congressman Glickman, it is a pleasure to have been invited here

today to talk with you about a subject that is of such importance, not

only to me professionally but also to the country. Since time is

limited this morning, my presentation will be in the nature of a

hopscotch over a variety of points and ideas that I think will be of

significance for you. I will elaborate or expand in any detail at your

request or on another occasion.

Let me first clarify the relationship between security and privacy,

where I use the latter term in the context of record-keeping privacy;

namely, the use of information about people to make decisions and

judgments about them. Record-keeping privacy concerns personal

information kept in computer-based systems, and the essence of it is

protecting such information and controlling its use for authorized

purposes. In contrast, computer security is that body of technology,

techniques, procedures, and practices that provides the protective

mechanisms to assure the safety of both the computer systems themselves

2 Issue 3/4, Vol. 2 is in press. Anticipated date of publication
December 1983.
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and the information within them; and, in addition, limits access to such

information solely to authorized users. Computer security is of

importance whether the information to be protecte d is personal in nature

and therefore relative to privacy; whether it is defcnse in nature and

therefore related to the security of the country; or whether it is

sensitive in nature and therefore relevant to corporate welfare ini the

private sector. The important point to be noted is that a comprehensive

set of security safeguards within and around a computer-based

information system is an essential prerequisite for assuring personal

privacy. To operate such a system without relevant safeguards is a sham

against privacy assurance.

The computer security issue must be seen as analogous to the

classical offense/defense situation. As computer security safeguards

become stronger, the offenses against them will become more

sophisticated and the cycle will repeat. Therefore, no organization or

Congress can assume that the computer security issue is one that can be

looked at and forgotten. It first surfaced on the professional scene

only fifteen years ago; we are still low on the learning curve with

regard to knowing how to incorporate comprehensive protection mechanisms

in our systems. It is an evolving issue, not a static end-of-the-road

one to be dismissed. Therefore, I would recommend to you that:

It be a standing agenda item for this or other committees of

the Congress to look at every year or so for at least the next

five and possibly the next ten years.

Next, let me contrast the security situation in the defense

environment versus that in the commercial/industrial world. Within

dlefense the threat against computer-based systems includes the full

technical resources of advanced major world powers, where such threats

can be mounted with substantial funding and other resources. In the

Department of Defense context, therefore, the threat includes intense

technical aspects as well as aspects involving people -- such as buying

them for subversive actions. On the other hand, the defense community

does go through am investigative process to grant formal clearances to

people; therefore, it has substantial assurance of trustworthiness.
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In the commercial sector, oil the other hand, the technical threat

is at present minimal. The big threat is people withini the systems

themselves. If one examines, for example, the Parker/SRI database of

computer-related criminal actions, he find, that the great bulk of them

niave beeni perpetrated by an individual who was atthorized to interact

with the system and who knew enough about it to e.ploit it for personal

gain. Furthermore, there is generally little attention paid in the

commercial world to establishing trustworthiness of individuals in

critical and sensitive positions within a computor-based info:mation

system. Some corporations do essentially nothing by way of assuring the

trustworthiness of critical individuals; others take the minimal step of

requiring that individuals be bondable -- a really minimum level of

assurance of trustworthiness; and very few, perhaps none, engage in a

comprehensive background investigation. When the private sector gets

the "people pioblem" dimension of the threat against its computer

systems under control, and the simple technical threats protected

against, then sophisticated technical threats will become more

important.

Let us examine the last point more closely. What can we do about

the simple technical threats, such as those used in the Milwaukee-414

caper, or those involved in the various criminal acts of the SRI

database? The dominant point is: technology is not the issuie. There

are ample technological safeguards that can be installed, and would ho

effective against many of the crimes that have been perpetrated ind

against many of the mischievous pranks that have occurred. There ile

also procedural and administrative safeguards that can b, impcri- ,ant

deterrents. In the private sector, we need only the corporate will to

address the problem, and the corporate commitment to put the issue on

the same level of concern as that of protecting other valuable

resources. By implication, we also need the corporate commitment to

spend the modest sums needed. Importantly, we need private sector users

of computers to signal the computer industry that technical safeguards

are wanted, are essential, and will be paid for.
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Do not underestimate that last point. Until the IBMs, the DECs,

the Burroughs, the UNIVACs. and others of the commercial computer

industry understand that their respective customer bases want technical

security safeguard features, the product lines will not have them. I

would suggest that the government has a major leverage on this issue.

It can make mandatory the inclusion of appropriate technical security

features in computer systems that it procures.

Consider now the people aspect of the threat. It is a hard one to

counter because one cannot legislate trustworthiness, and even the most

extensive background investigation may not reveal deeply hidden or

latent problems. To start with, we must do all that is possible with

technical procedural safeguards; a good array of them will fend off

many people problems. We might take legal steps. One possibility for

encouraging private sector response would be to create a basis in law

for acting against the record-keeping installation for contributory

negligence should state-of-the-art security safeguards not be in place.

It might be possible to extend the principle of the attractive

nuisance, which in a sense is really what happens with 414-type

activities. A computer system is not a physically attractive nuisance,

but rather an intellectually attractive one that causes imaginative or

criminally minded people to haek at computer systems. The legal

principle of an attractive nuisance encourages people to build fences

around swimming pools; perhaps the :-1me notion can be elaborai:.ed or

reinterpreted to encourage operators of computer systems to instill

appropriate safeguards.

Incidentally, for the most part we are not , "lking ibout lirge

dcl jar investments. Clearly, if an organizat ion oplrates its ,.)mputer

center behind a plateglass window and encourages casual visitors to

wander among the equipment, there might be a significint initial

inve.,tment to physically secure the facility and provide it with

appropriate physical and fire protection. Beyond thi. phase though,

many organizations find that important security safeguards can be

installed as part of changes that are made for other reasons and the

costs of such security changes are frequently unnoticeable. Cost will

not be zero but neither will it be burdensome.
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What about technical safeguards against the people threat? There

are attractive options and I will illustr ,e with two examples. When an

individual logs on to a computer system, he is normally requested to

supply personal identificatioi and a password which, in effect, is an

authentication of his identity. Someone attempting to penetrate a

computer system tries to guess his way in by masquerading as a

legitimate user. Most systems today permit an indefinite number of log-

on trials. It therefore is feasible for a perpetrator to program a

small computer to systematically try words, combinations of letters and

characters, or other possible passwords until one is found that works.

The movie WarGames showed such a penetration very realistically and

accurately.

Clearly, this is an undesirable and unsafe arrangement. There is

no reason why a computer should not disconnect an individual after some

number of attempts, such as three or five, and keep him disconnected

until his authenticity has been assured. Three weeks ago you heard from

Mr. McClary of the Los Alamos National Laboratory. He did not mention

the arrangement at Los Alamos with regard to passwords, but since I

happened to have discussed computer security with LANL recently, let me

indicate how it is handled.

If an individual -- and it might be a respected, established senior

researcher of national repute -- fails to log on after a number of

tries, such as three or five, his account is completely disabled until

he personally appears at the security office and explains why he ws

unable to type his password s.uccessfully after the pre.,cribed number of

tries. If he fails to log on successfully in a secoind Feries of

attempts, his supervisor is required to explain in writing why the

individual in question seems not able to type correctly. While this

process might teem stringent and it is undoubtedly aninoying to ain

individual, nonetheless disabling repeated log-on attempts is an

appropriate arrangement to fend off penetration attempts by guessing in.

The media reported the Security Pacific National Bank as having diverted

a presumed penetrator by offering him a game to play while tracing the

origin of the call; such an approach is obviously a very imaginative and

appropriate deterrent.
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A second example. Since every computer system has to be started at

some timo, invariably there is a mechanism for accomplishing what is

called the initial software load. o)ften this takes the form of a

button, a switch, or a sequence of actions by the console operator.

Imigine a scenario in which an operator on the graveyard shift finds the

machine inactive and decides to do something in his own beh-]f such as

illeg-illy copying a sensiLive file of information. Having done so, he

simply reloads the machine as though it had stopped for some reason;

there will be no record of what he has surreptitiously done. There are

obvious technical offsets to such malfeasance by operators, but they do

not exist in marketed machines. Even the procedure of two-person

control as used by the military would be a deterrent.

We need a menu of technical features that machines should have in

order to help offset aspects of the people-threat problem. Let me offer

you a recommendation:

Task the Institute of Computer Science and Technology of the

National Bureau of Standards to produce such a list of options,

and consider making it mandatory in government acquisitions

of computer systems.

Now to the question of where the wisdom will come from within

government to deal with the broad dimensions of computer security. I

remind you that there are technical aspects. of it- related to not only

hardware and software but also to communication securit, and radiation

security (TEMPEST); but in addition there are physical, procedural,

peisonnel, and administrative aspects. Fvery one has to be attended to,

especially the last three. A computer system with the best technical

safeguards can be readily penetrable if it is operated with sloppy and

rcareless procedural and administrative arrangements by people with

uncertain backgrounds. Where will the government develop the guidance

that it needs on these many dimensions?

Many of them are already in hand because they are understood for

other reasons. For example, the Department of Defense certainly knows

how to deal with physical security and with personnel security; its
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experience is available to other agencies of government as might be

needed. The TEMPEST radiation issue is understood and safeguards for it

exist. There are many private organizations today that can advise on

fiie protection, physical protection, personnel control, and the likes.

But, in government where does the technical software/hardware guidance

come from? And where does the contextual administrative and management

guidance come from?

What are the government's principal assets? You heard from them on

October 17; the Institute of Computer Science and Technology of the

National Bureau of Standards, the Computer Security Center of the

National Security Agency, and GSA. Take the CSC first.

The focus of concern in CSC is "trusted systems" and especially
"trusted software." Understand the word "trust" as you would

intuitively think of it; namely, one can have confidence that the system

or the software will do what it is supposed to do, and one can have

confidence that it will not do what it is not supposed to do. Keep in

mind that CSC is a Department of Defense entity, and therefore its focus

of concern is on defense systems and especially with a sophisticated

technical threat. It can and it will provide expeLtise to address the

software/hardware issue.

I suggest to you that the problem of incorporating security

safeguards in software -- and of knowing that they are reilly there and

functioning correctly -- is so difficult technically and the country's

expertise is so miniminal on it, that we can staff only one such Center

it the moment. We would be wise to place all our eggs in this one

basket with regard to trusted softwarc until additional expertiso can be

developed over the next five to ten years. While CSC will also be

concerned with other security aspects of systems that co11: iii both

computers and communications, it will not be concerned with the general

administrative and procedural environment in which secure systems! must

be operated.

The ICST of the NBS is also involved in technical work. For

example, it was the source of the Digital Encryption Standard some live

years ago and it made a very significant contribution to the protection

of information while in transit through a communication network. It

also publishes the Federal Information Processing Standards which deal

I I i II I I •|I
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with such issues as the use of DES, the management of keys for it, risk

a. sessment and risk management. But, neither the ICST nor the CSC is

providing the comprehensive ov,-rview that can st ipulate:

* Here is how one runs a computer system and does it securely.

* Here are the procedural and administrative safeguards that must

be in place.

• Here are the specific risks that people represent.

" Here are the countermeasures that can be taken against the

nontechnical threats.

* Here are the management mechanisms to oversee security

safeguards.

" Here are the general protective precautions that can be taken.

Etc.

No entity in government has addressed the general policy issue of

what constitu;tes a comprehensive top-to-bottom prescription for

installing security controls, nor identified the many dimensions of such

1 policy and made it available as guidance. It is being done piecemeal;

every agency is inventing it for itself or not doing it. There is some

policy guidance in the l)ol) in the form of general regulations and

directives. There are interagency committees and technical

organizat ions in which peopi e: . trade ideas .3nd talk With one another.

in the private sector, major -2orporat ions have built their own pol icy

structures and implementing details.

The government truly needs a comprehensive "how t.o do it" document

that sets forth preferred practices and procedures for operating a

aecure computer system. The private sector could well use t}he same

thing. The ideas and the information exist but everything is scattered.

The information is not collected and coordinated; it is in people's

heads or embodied in daily activities and not otherwise documented, We

-- the country -- need to organize the collective wisdom of what is

known and what is being done and make it widely available.

As a first step, I would note that the General Services

Administration has had a major role in government, and it therefore

seems reasonable to recommend that:
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Let us examine the poss ibi I ity that an agency of government were to

use a commercial electronic ma i I service which is supplied by a computer

host that is most likely not in the District. 3 There is no question but

that electronic mail is an efficient mechanism to facilitate the conduct

of business in any large organization; that is not the issue. Whhat are

the risks to such an arrangement? I can offer some considered

observations -- which importantly would not be unique to any one private

sector vendor.

" It is unlikely that the phone lines, whether dial-up or

dedicated, between Washington and "the other state" would be

protected by an encryption process. Electronic eavesdropping

and wiretapping would therefore be possible threats.

" It is unlikely that the computer system would have special

security safeguards because commercial equipment is often used

for such services. One would assume that the vendor has

provided appropriate physical, admininstative, and personnel

s ifeguards.

• Since the electronic traffic would flow across state lines, it

becomes a matter for federal law; but there is no law under

which the information would be protected.

in principle, the body of computer-contained electronic mail

would be subject to the same seizure as the office. workers

experienced; the private vendor would have no legal stanlii,

re. ist. Wh'le I would :oL suggest for a moment that some

,g.c8v r, dovornm'-it Iould set out to se ize the .!ectron ic mail

f ,notoeher, a di siJnt group might and such mail .,'il. got

caught up in an invest igative sweep aimed at somone e ,

t After the presentition of this testimony, the author's .itlention
was cal led to) a New York Times article ("White House Link: Computer in

Ohio"; Davii Burulham , July 13, 1983, I'ate City Final Editioi , page 18,
section A, colurr'r 4) which de:;cribes the Executive Data Ne ,ork ,hich

provides the Exe;.mtive Branch of government with electroni., mail
serv,.'s from a :,ystem in Columbus, Ohio. Tie article also reported oy

name the officia ls who were to use it.
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Why all my emphasis on both security ijid privacv of ,1 ectrolli,.

,.],i 1? You tust not think of elect ron , m; 1 is s o elI th, ,- V t: -oli C

,Ilog of the e lve lope. herh ips one tourth of rly fi.-iices ii-,.r(t ions

i:I trans.act ions O Ii ,t u:! i l lv; at t he mHc-i,.' 1-r o r : e ,oIt )O

t'cIT, agesil .i m I ilox and t c.ar , as h h a t A. .1. \,11y? It

:' Sts t e written rcc.n of vly coci',t,,c of V i'. n ss th % viri ,ty

-)f individu il aid orgarni.citf.,ns; it is iOU.:c vcr1e elf i-nt than writing

letters, m,i 4ng ui1oitis c- -i , d *hno w 0 1 N- - ecord

:loreover , I can organ i ze the mess:gcs !,y 1 Itc rs 1s - , o that

t svstem becomes .! comprehensive autor.ited fi 1 in i nr irifcrtm._t :oi-

reLri-val system. Anyoe, hav. ing acc :ss to s a h body rf informat i ct

might as well have the key to the office ind to its file ,!inets.

Such comprehensive business records service is what el.tro. ic mail

is really all about, and it is the service that -,ill he offered Lv the

private sector. Can you imagine the situation 5i11n all that infcrmation

-- both private and corporate -- gets into electronic mail systems? Can

you imagine what a lucrative target it will become for ill sorts of

:easons? The computer matci: g ; e a % e C ,c o fa r -,i " be n,) *hi g

:;ompared to what might ar ise when someone tiL inks about comrii-g fiii.

from electronic mail systems.

Here are some of the issues nior informat ion in such systems:

It is not c lear who .wns it. Dos lhe owner of th1e cm:'

system per se own it? Does he have the r ight to w i1' - b I

through the in format Iol- in hi,; system as he so . F it 11 1 -

asked to by a third party?

* It is not clear if, or by what law, it i- at,.: .c! ,t

be the situat ion for nt raslate ,ffoeriTi's of eri . vs.

inters', Oe offerings? Andt in tic, !.) la g iUii, for" : t.

offerings?

* It is not clear what the search-and-soisuro sitit ion is; c.n

the private vendor be given legal standing to rosist? Whit

should be his obligations to the users of his system in a,,, of

attempted seizure?



It is not even c Iear what the I iah i it y of t heo purvoyor of the

service might be, should something ha peI t. "n- s ' lAtI ro:Iic

mail records. What is his revpoll ,hilItv or bh gaL iox if his

sV\st,,m icc idontally 'c Io-.it , the pc Cong .i ty7

What is his re,pcn, i it 1 y if hi-, in jut ei c1! - p, e

a0ccidetaiily see such :,liil :ifotett i mu t i fo r riv te

gain, r-or personal oirrss-neit , I or politi(:l c vanit-ute, or

for a breach of u ti i l ,'el fare ,iid security?

S '.hit -ire the veindor. .hI gat Ions to proi de oc.ipreluexu, 1ve

sec-urity safeguxards for his sVst em. Should they be mandated by

law? Should it be civea t emptot? For private sector and

government use alike? Should the government be concerned that

so much corporate information night be subject to penetration

by unfriendly agents"

* How should electronic mail be treated relat've to telephone

conversations? Over the years, .t, rain privacy po: ections

have arisen for telephone billing records; formal legal

processes are necessary to wiretap or to obtain records.

Should similar protections exist for ,lectronic mail? Within

government, as well as in private sector, as well as ini

regulated public utility?

MIany of these same croncern> 'il1 also he w rtinenit to oth,-

systems. For example, t,,re is vc tce ;,Ia wi ,-h is t i,, sp k 3:z al, lo1 of

tIlect: , ic mail -- i se,-; i , '1_i i 1. act .v, ly le ! g p3; i t '! 1, 1 : vii,

vevuloil and by vari uus t lej o n'- , oilp2 .iVs. V ",,' -n'i I ' I t he

vI11"rahi lit ie t",-t c ,I,,-t,-Iui, Cai has OhPt Ct frel h, -. : i endor:s

morover , n in t rude' I,: i ,-s l 11 tlia: a ir t i ' a 1 .

. c. can be I .ec'gni_ ,,t lzhog;h hii> typ.d :ign1tutr' c in f (Ii bv

- 'omeoWie else-it the keyho ird. Itucrypt ion t, chn iIue cu 1. :, o

protect electronic mai I but pr-sent systems do not of!i,,r seidr-to-

reader encryption options. It is much more di t icult technical ly to

provide speaker-to-listener protection for voice mail.
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There is, ii add it i on, he body of inj format ioil wici Ch is cuoIl lected

lbout people Ly pu) I:.t0- ( V s-ecl; by dlebit _cirdl systems ontO eii

rerc211(_hant ' s premlises-;, b y iit omat ed chI eckout st ocid. i i. g;r u(rv yt res r

ai whole List if others. III etch case t ho sy stem c.Xct for sum- ;cI rpo,)-e

other I Anl the t radi t iorial record-4keepi jg oite-; etchi happenis to conitain

informat ion about people as a ol latera 1 conseqcteice of its pr cmdry

initent . But the whole subject of privacy ahead, of what the future

holds for privacy, of what its new, I imens ionis are, ls for acnot her day;1 I

have left YOU just a little teaser of what it will bo all alhout.

Clearly, electronic mail is Upon us now.

Let me speak to the issue of a Nat ional Commniss ion. oi essrnan

Wirth anid Mr. Parker suggested to you onl September 26 that a.c c'

commission to investig,-te computer crime would be ;ippropriale. Aer

o)r so ago I suggested at a Nat Jonal Lompiit er (Locc!e rec, t at Ni l

Commiss ion would be an apj rcpri..ite f~rti irno w1. ; i to ex~liI( ne , ii

ulr'erabi lit irs, of our highly coumputer izkcd soc. iety. The factL i > thAlt

there is a whole set of interrelated issue-s that (could well he

collectivly examined by a congressiouially Jiartocre,1 ):-ic~ 71:,-

common e lement to all of them is information handlIinog as per formed Icv

computer and communicat ion systems. Inc luded woo IC be sulch thinogs ias

computer-related crime, new dincc'tisions of privacy.,ccica

vulnerability is a risltL of computeriv'.at ion.i !rj .'~ tc.Of

in format Icn, social conseti tices LAif mt0 ' v eu'utrv. t rcoi

identification in ai highly c'cie o a i.c ac ,

resulIt of corcentrat ins of i cform.it ic-o , iiid *:1cjrs

My personal experience wi*,h the o .tc t ycti,

persuaded me that ai coccgres'loi iiy >ha rtere' 1'i >,.',,, 1! 1

approprite mechanism to add res.s b-Co Ic , o > 'c,1s i; 'n tac ? t ' )!I

th- jurisdictional boundaries of federal igeciici c an' ils,) r i 1', .4

public and private sector interests . su1ichI a comc] 1> co Ia I'-v IhIe

enormous bargain for the country in te rms of work atccmpl ished. F or

example, the PPSC delivered about 60 man-years of ieseaiicb onl the

subject of record-keeping practices in the private sector for about$.

million. That equates to about $40,000 per person-year of e ffort which

is about one third of what it would cost if done Icy a contractor. III my
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view there is a right ;an1d a wrong way to structuire a commission, but

that is ,a subject for another time if the Con;res. should he persuaded

to move that way.

Coi:gressman Glickman , I ha'., gi yen yout d o11,--over-light1y on some

aspects of a very itricate ind complex issue. I would be glad to deal

in more depth with such a.spects as you may w ish, either in writinug or

personal discussion with your staff. There must be a national ouicerl

for providing adequate security protections in our public and private

information systems and for attending the new privacy issuos that arise.

We know a lot about doing it, but it needs to be organized into a

concerted effort. If the Congress has the will to pursue this issue and

to pay sufficient attention to it, my feeling is that the time is right

for action.

To begin with, let's get the GSA going; let's put ICST to work;

let's address electronic mail as the most pressing of the new dimensions

of privacy. Let's think about making 1984 "the right year" to launch a

Commission to comprehensively examine the many issues of which we have

talked.

[At the conclusion of the testimony and questions, the chairman,

Congressman Glickman, read excerpts from a New oYork Times article

("Computeor Intrusion Reported in IS Companies and U.S. Agencies"; Joseph

B. Treaster, Sunday, October 23, i page 21). It described Thle

pntr tion of the T lema i Ierv\'icF' oftered by GTE, and the apparint

.W'ces t, the 'lectronic mlil , f -vior V.S. companies snch as e.vtheon,

'o,_.i (Cola I S.A., 1%1 he3 Conp.lly, oil of o everil federal agoncie's such

'Is NA'>A 1-!A the, Ppi rtineit of Agricnu tire.

\()te lddied in proof:

Sub-sequient to the (onuloetion of tIii!, do ument, a Nj,, York 7"im,. article

discussed the incident referonced aonymously on page 11 above ("Can

Privacy and Computer Coexist'"; David Burnham, Saturday, November 5,

1983, page 11). It identified the "federal agency" as the Army's

DARCOM, the "in-house investigative staff" as the Army's Criminal

Investigation Division, and the "outside law enforcement entity" as the
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FBI . It also mentions that the incident was originally described in an

ARPANET message id includes quotes from it. In add it ion, it

paraphrases three responses from various individuals.



IMMEI


